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Agenda

. Introduction to PassiveDNS
« How ISC does it

« Examples

. How to participate
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History

Invented by Florian Weimer in 2004
Public efforts (RUS-CERT, BFK, DNSparse)

Use PCAP-based tools (like tcpdump or
dnscap) to capture packets, extract data,
add to data base, develop query tool

Used by security community and law
enforcement to passively analyze
associations between badness and the DNS
or address resources they use.
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How it works (1st client)

root ns
WWW.isc.org? (rd=1
N ns org ns
client 1 caching
server
—_— isc.org ns
client 2
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How it works (query/response)

root ns
WWW.iSc.org? (rd=1)
——q et
(——— ne 9 org ns
_ A 149.20.64.42 e
client 1 Caching
server
iscC.
/E\I SC.0org ns
client 2
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How it works (2M client)

root ns
resolving
——— N
I/‘E\I ns org ns
client 1 Caching
server
—_— isc.org ns
client 2
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Collection properties

Personally Generally*
Identifiable free of PII
Information

High volume

Low volume

|/§\u
I/%\I
Useful for finding Useful for mapping
who is affected by badness and
badness (like detecting changes

infected clients)
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ISC / SIE / DNSDB

« ISC started in 2007

« Emphasis on high volume collection
and near-real-time analysis

. Saw challenges in existing tools

— Tool evolution
e dnscap -> ncaptool -> nmsgtool

— Scalable replication and processing
— Data storage and access technologies
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We like responses

‘a"

root ns

client 1 CaChing '
server
9. 45 isc.org ns
| — | g
client 2

... but that's not good enough.
—\/icd



Problems

——— ns
client 1 caching
server

/—————————
—————

client 2

L cois]ragmerts

ns

ns

ns
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We built some infrastructure (SIE,
DNSDB)
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ISC Passive DNS and DNSDB architecture

Sensor network

Raw data

Channel 202 Channel 207 Channel 208
verified data
nparseable Out-of-bai
Channel 206 Channel 204
SIE switch fabric
SIE import

| AXFR import

’ l.'_ffﬁjﬂHEEI—'>

Commercial and
public benefit efforts

Law enforcement,
Security researchers

CERTs, ISPs Vs



More background

« Robert Edmonds, “Passive DNS Hardening”

- Video: (DEFCON 18, Jul 2010)
- Slides:

« ISC Webinar, “SIE & Passive DNS”

- Video: (WebEx, Mar 2011)
— Slides:

- Note: Shows examples of how PassiveDNS data has been provided to and used by

several research efforts.
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Now some fun

.= “‘!‘ﬂ- Internet Systems Consortium

Home Login
DNSDB Login

Username:

Password:

Login

& 2010-2011 Imternet Systems Consortium, Inc

Contact us by sendng email 1o «
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Guilt by association

DN || i e oquyclyedi.com.
f L seen 2010-11-24 18:09:45 0000
ast seen 2010-11+25 09:52:03 0000

wick com.,
fir een 2 1-15 gvhhi.ru.
st seen 2 1-2¢ 2
r 1 in zone file 2010-11-15 201
pst seen In e flle 2 1-24 -
oquyolyedi.oon %8 nel.gvhni. e,
Ooquyciyedi,.oon S ned. . Justecosy.com, ovhhi.ru
201 P
Dl wick com, ‘ i
1A 2006
first seen in zone Nle 2( 114 17:09:22
ast seen e fle 2( 1-14 17:09 )
oguyciyed NS nel.lerelalsinternet.com.
oquyciyedi.com. NS5 nad.lerelalsinternet.com.” e i—
Found 10000 o m 1AL sl
D 1 i i oquyclyedi.com. o - -
4 een 1-16 02:24:21 -0000 — - -
een ) ‘e wis - -
oguyclyeds e
oguyclyedi.com. -
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Names found via
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bad Name Server
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“... due to a hack at Betfair's registrar”

(7 © RRset results for betfair.com/NS &2

bailiwick

count

first seen

last seen

first seen in zone file

last seen in zone file
betfair.com.
betfair.com.

bailiwick
count
first seen

last seen
betfair.com.
betfair.com.

Found 4 RRsets in 0.00 seconds.

com.

50182

2010-06-24 03:16:46 -0000
2011-09-05 19:24:12 -0000
2010-08-01 16:09:07 -0000
2011-09-04 16:15:51 -0000

NS udnsl.ultradns.net.

NS udns2.ultradns.net.

com.

17

2011-09-04 20:17:34 -0000
2011-09-04 21:40:24 -0000

NS nsl.yumurtakabugu.com.
NS ns2.yumurtakabugu.com.

DNSDB Search

Search mode:

Record type:

ORRset

() Rdata

®[Ns

Of

Record data: |nslyumurtakabugu.com

Input mode:

(®Name

Q1P or network (O Raw hex

Search

ta results for NS/nsl.yumurtaka?AJ.com EE]

ouch! <[

Found 20 RRs in 0.02 seconds. /

acer.com.
betfair.com.
cafe24.com.
cryjester.net.
dell.co.kr.
ec2l.com.
filmsindirizle.com.
freegary.co.uk.
freegary.org.uk.
hsbc.co.kr.

militanz.com.

nationalgeographic.com.

ning.com.
seaorganization.com.
telegraph.co.uk.
theregister.co.uk.
ups.com.
vengajans.com.
vodafone.com.
yumurtakabugu.com.

NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS
NS

nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.
nsl.

yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu
yumurtakabugu

.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.
.com.

.com.

Reset



Zeus hunting (domains)

DNSDB Search
Zeus Tracker Search mode: (ORRset (*)Rdata
Record type: (| ANY BNe]
Zeus Tracker :: IP address 173.213.76.149 Record data: [173.213.76.149
IP address: 173.213.76.149 Input mode: O Name @ IP or network O Raw hex
Hostname: n/a
# of ZeuS Hosts: 8
# of active files: 16 Search Reset
AS number: AS30693 7 © Rdata results for ANY/173.213.76.149 &=
AS name: EONIX-CORPORATION-AS-PHX01-WWW-INFINITIE-NET - Eonix Corporation
Country: % United States (US) Found 13 RRs in 0.27 seconds.
aongrnernvqret.net. 173.213.76.149
gkoijyqmyjklgpv.info. 173.213.76.149 <4
jfjpdsqirhsypgnn.org. 173.213.76.149 <
Below is a list of all ZeuS Hosts which are currently hosted on this IP address. Jjwdwlggqggiwhxkt.com. 173.213.76.149 more
Hosts on this IP address krirfgkmckkssgol.biz. 173.213.76.149 domainS

llnepksnvvqlzzrs.info. 173.213.76.149 <

A
A
A
A
A
A
-II_.-_- outgrpskulndkxne.info. A 173.213.76.149
A
A
A
A
A
A

Treacki 1 i fjhctkptirn.biz. 173.213.76.149 <
P Uitooviifsnkoxid.info . Directi Internet Solutions dnsl.sp! ryqqf] P
i Pvt dns3.spi uitppyflfsnkpxid.info. 173.213.76.149

2011-09-05 [l iwdwigaqgiwhxkt.com [l I cooaoov.com, INC. ns35.dor VEoxupo]loatenLg b1z] 173.213.76. 149
=05~ ji i 8 y . “
2011-09-04 [l vroxnpoiiomtenia.biz [l BN NAveSECURE.COM, INC.  dnst.nar wev. J#ipdsqirhsypqun.org. A 173.213.76.149

NameSecure, L.L.C.
2011-09-04 I ifipdsairhsypgnn.org .- (RS8-LROR) dnsl.nat Xqoyjkmnrhgqmxpty.net. 173.213.76.149
2011-09-03 [l krirfakmekkssaol.biz [l BN NaveSECURE.COM, INC.  dnst.nar xsnnsynlsnfhklun.com. 173.213.76.149

2011-09-02[l]  zonarmernvaret.net [ NI NAvesECURE.com dns1.nar
2011-09-02[l]  xaoyikmnrhamxpty.net [ NI NAvesecuRe.com dns1.nai
2011-09-02[Jl]  xsnnsynisnthitun.com [ I NAvesECURE.com dns1.nar

# of Host on this IP address: 8
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Zeus hunting (fast-flux)

€ © RRset results for indingo.ru/A &) @ Rdata results for ANY/63.226.215.202 &s

ZeuS Tracker

ZeusS Tracker :: C&C indingo.ru

The list below shows all ZeuS configs, ZeuS binaries, Zi

Live Information

ZeuS C&C:

A record TTL
125.88.110.49 300
60.19.30.134 300
60.19.30.135 300
61.197.232.43 300
67.209.65.212 300

dropzones and |

Spamhaus SB
LISTED
LISTED
LISTED

Not listed
Not listed

Sponsoring registrar: REGRU-REG-RIPN

Nameserver(s): nsl.freetgp.net | ns2.freetgp.net
Date added: 2011-09-04

Last checked: 2011-09-05

Last updated: never

count

first seen
last seen
indingo.
indingo.
indingo.
indingo.
indingo.

bailiwick
count
first seen
last seen
indingo.
indingo.
indingo.
indingo.
indingo.

bailiwick
count

first seen
last seen
indingo.
indingo.
indingo.
indingo.
indingo.

ru.

ru.

ru.

ru.

ru.

ru.

ru.

ru.

ru.
ru.

ru.
ru.
ru.
ru.

ru.

ts in 0.05 seconds.

indingo.ru.
93
2011-09-02 01:30:37 -0C
2011-09-04 03:47:38 -0C
A 60.19.30.134
A 60.19.30.135
A 6

63.226.215.202
A B _ _ 0

indingo.ru.

15

2011-09-02 12:26:03 -0C
2011-09-05 00:03:46 -0C
A 60.19.30.134
60.19.30.135
61.197.232.43
63.226.215.202
113.161.87.176

I ]

indingo.ru.

119

2011-09-02 03:26:53 -0000
2011-09-05 13:18:36 -0000
A 60.19.30.134
60.19.30.135
61.197.232.43
63.226.215.202
125.88.110.49

I

Found 28 RRs §

earlyship.ru.
ebaliu.com.
eepeohothe.ru.
greatjazz.ru.
indingo.ru.
itchysauce.ru.
jupaizeuph.ru.
krufop.com.
lamewire.ru.
munaeghohz.ru.
nahwisohch.ru.
one5xz7rf6fb6lafyhx.com.
paperrain.net.

secondconcert.ru.

toplake.ru.

oo o o o oMM

.07 seconds.

63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202
63.226.215.202

... more domains
... more IP resources
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One good spam deserves another...

[162] [2011-09-06 05:31:35.##HH#H#H##H#H#] [1:2 ISC email]

type: spamtrap

srchost: 117.yyy.yy.yyy

bodyurl: hxxp://Despo.pharmacyramat.ru/?xxxxxxxxxxxxxx
... redirects to “hxxp://www.medicostb.com/”

| % TOP SALE Viagra from UsD 0.90 p... [T ]

Weshlpworldwme USD| EUR CAD GBP CHF AUD JPY BRL MXN NZD

00 642-1061 _IEEHEHEE .
USPS Fast DE|IV6ry 5 Free Del

Shipping to USA in 1-4 days

» 7 yean
» 100%
» Hi¢

Pharmacy Express

#1 ONLINE WORLDWIDE DRUGSTORE

| fOn:00E00

Search Q ¥
gearch New! The best and cheapest herbal pills
Herbal medications are al and high-quality. Without any doubts
B by: you can buy Herbal product: Ith problems will be solved in the:
rowse by: i ghf way! Herbal pills t ients. So, you won't be
bx d by unpleasa e you decided to buy any Herbal NA’
Letter medications we sure you won't be disappointed with its splendid and quickest /"

results.

ABCDEFGHIJKLMN
OPQRSTUVWXYZ

Cialis Pack = save 15% Active Pack

Viagra + Cialis + Levitra save 15%

Category

UsSD-4.37 USD 3.71 per pill UsSD-3.52 USD 2.99 per pill

11 2
SALE A y

> ED Packs Sf5g, " Cialis 20mg Q‘ ) Viagra 100mg
> Herbal W Cialis Professional 20mg u Cialis 20mg

Most Pogul Cialis Super Active 20mg Levitra 20mg
> Most Popular

Allergy Select pack Select pack %

More info More info

> Anthelmintics

) @ RRset results for despo.pharmacyramat.ru/ANY &2

bailiwick
count

first seen
last seen

despo.pharmacyramat.ru.

despo.pharmacyramat.ru.

Found 1 RRsets in 0.07 seconds.

pharmacyramat.ru.
33
2011-09-01 18:24:29 -0000

2011-09-05 19:06:38 -0000
A 115.239.229.196
A 122.224.18.23

) @ Rdata results for ANY/115.239.229.196 &=

41.pfizer.medicac.ru.

14dd.pfizer.medicac.ru.
2867.pfizer.ismedic.ru.

4623.pfizer.ismedic.ru.

Found 10000 RRs)n 10.43 seconds.

1137.pfizer.ismedic.ru.

a.aawlj.cswfex.pfizer.medicac.ru.
a.abub37gzyut.pfizer.ismedic.ru.
a.acehmdd.pfizer.medicac.ru.
a.acjol4xusw.pfizer.medicac.ru.
a.acquard.pfizer.medicac.ru.
a.ad8lyahoo.de.pfizer.ismedic.ru.
a.atte.viniciol2d.pfizer.medicac.ru.
a.ayoka9.pfizer.ismedic.ru.
a.bschaper.pfizer.medicac.ru.
a.cadet001.pfizer.ismedic.ru.
a.calavera35.pfizer.medicac.ru.
a.califjoy.pfizer.ismedic.ru.
a.candy1669.pfizer.ismedic.ru.

I A R R -

115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196
115.239.229.196




DNSDB API

$ DNSDB_FORMAT=json isc-dnsdb-query rdata ip 192.0.32.10 | sort
{"rrtype": "A", "rrname": "example.com.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "example.edu." "rdata "192.0.32.10"}

{"rrtype": "A", "rrname": "example.net." "rdata" "192.0.32.10"}
{"rrtype": "A", "rrname": "example.org. " , 'rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mall.gbs-clan. de ", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mail2.gbs-clan.de. " , 'rdata": "192.0.32.10"}

{"rrtype": "A", "rrname": "scribble.co.uk." "rdata "192.0.32.1 "}

{"rrtype": "A", "rrname": "www.example. com ", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.edu." "rdata" "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.net." "rdata". "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.org. 3 , 'rdata": "192.0.32.10"}

.. for programmed lookups and cross-references and search.
.. gets around web browser javascript limitations.
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using API with last example

$ dig medicostb.com ns

medicostb.com. 169386 IN NS
ns1.upsdns.com.ua.
medicostb.com. 169386 IN NS

ns2.dnsaq.ru.

$ (forfin isc_dnsdb_query.py -n ns1.upsdns.com.ua/NS |\
awk {print $1}"; do isc_dnsdb_query.py -r $f -j |\
egrep 'time_last": 1315[12]"; done) | awk {print $8}' | sort -u

"healthtr.com.",

"medicacpr.ru.”,

"medicannk.com.”,

"mediccker.ru."”,

"mediccklr.ru."”,

"medicehok.com.”,

"medicelcr.ru.",

"medicellk.com."”,

"medicemur.ru.”,

"medicheek.com.",

"medichmar.ru."”,

S OER

%



Other uses

Look up what names are hosted on
your networks (by CIDR).

Look at what is hosted around CIDR a
bulletproof hosting site.

Look for delisted domains and watch
them move around.

Look at DNSSEC history for domains.

Look at IPv6 utilization.
Ve
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Who gets access?

Security Information Exchange Peers
DNSDB User Interface (beta)

- Vetted member of Operational Security community
— Passive DNS contributors
— SIE forum members

— SIE peers
DNSDB API (beta)

— Passive DNS contributors
— ISC Sponsored Researchers
— SIE Peers

— SIE Forum members
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How to participate?

« Check out information at https://sie.isc.org
— Apply to contribute Passive DNS data

— Download sie-dns-sensor software

— Gain credentials to allow you to submit PassiveDNS data

— Configure the sensor software
— Start feeding data

— Use benefits of PassiveDNS to help with you own
organization's security — get a UI or API account

« E-mail: dnsdb@isc.org
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