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The RIPE NCC involvement in RPKI

• The authority on who is the registered holder of 
an Internet Number Resource in our region

– IPv4 and IPv6 Address Blocks

– Autonomous System Numbers

• Information is kept in the Registry

• Accuracy and completeness are key
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A RIPE NCC Activity Since 2006

• ripe-365 – RIPE NCC Activity Plan 2006
– “The RIPE NCC will support its members and the 
Internet community to better secure the inter-domain 
routing system. As part of this support, the RIPE NCC 
will improve the quality of Internet number resource 
distribution data.” 

• ripe-364 - RIPE NCC Budget 2006
– “the expenses for Membership Services show an 
increase due to the new activity to support routing 
security.” 
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Digital Resource Certificates

• Based on open IETF standards (sidr)
– RFC 5280: X.509 PKI Certificates

– RFC 3779: Extensions for IP Addresses and ASNs

• Issued by the RIRs 

• State that an Internet number resource has

been registered by the RIPE NCC 
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Digital Resource Certificates

• List only Provider Aggregatable address space
– No Provider Independent, ERX, etc. yet

– Do not list any identity information

• Automatically renewed every 12 months
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certificate authority

The system
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certificate authority

The system
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Management

• RIPE NCC Hosted Platform
– All processes are secured and automated

– One click set-up of Resource Certificate

– WebUI to manage ‘Route Origin Authorisations’ (ROAs)

– A valid ROA can only be created by the legitimate 
holder of the IP address block
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“I authorise this Autonomous System 
to originate these IP prefixes”
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ROA Creation
Demo
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Data Quality and Integrity

• Use RIS Route Collectors to support Certification
– Show the RPKI validity state of a route announcement

– Trigger alert when ROAs mismatch BGP
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Publication of cryptographic objects

• Each RIR has a public repository
– Holds certificates, ROAs, CRLs and manifests

– Refreshed at least every 24 hrs

• Accessed using a Validation tool
– Finds repository using a 

   Trust Anchor Locator (TAL)

– Communication via rsync

– Builds up a local validated cache
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Non-Hosted 
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RIPE NCC Local Certificate Authority (LCA)

• Generate your own key pair
– Secure interface with RIPE NCC parent system

• No dependency on LIR Portal for management
– Runs as service, Local Web UI

• Publish crypto objects yourself
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Open source, BSD License
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Easy Setup and Configuration
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RIPE NCC RPKI-RTR Validator

• Web-based user interface

• Periodically validates all ROA repositories
– Downloads and processes changes automatically

• Ignore Filters (Apply RPKI status ‘Unknown’)

• Whitelist (Apply RPKI status ‘Valid’)

• RPKI-Router Support
– Cisco, Juniper, Quagga...
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Open source, BSD License
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RIPE NCC RPKI-RTR Validator
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RIPE NCC RPKI-RTR Validator
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RPKI-Router Integration

• Local Validator Tool feeds RPKI capable router 
with processed data set

– Router does not do the crypto!

• Set router prefs based on three RPKI states of a 
route announcement:

– VALID: ROA found, authorised announcement

– INVALID: ROA found, unauthorised announcement

– UNKNOWN: No ROA found (resource not yet signed)
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19th Euro-IX Forum, Lyon – 18 Oct 2011

Information and Announcements
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http://ripe.net/certification
    #RPKI
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Questions?
alexb@ripe.net
alexander_band
linkedin.com/in/alexanderband
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