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General stuff

I Actually two meetings

I DNSEASY (public, one day) and the SSR (closed, two days)

I Organised by GCSEC http://www.gcsec.org/ with ICANN
and OARC
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DNSEASY

I http://www.gcsec.org/dnseasy2011

I Around 90 persons. Several technical talks. A personal
sample:

I Paul Mockapetris on the future of the DNS. ”Is DNS used the
way you planned it?” ”I would be disappointed if so” or ”You
can delay Darwin but you cannot stop him” (about DNS
evolution)

I Detection of IP-over-DNS tunnels

I DNSSEC blunders propagation
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Personal opinion

I Everyone wants its DNS security conference

I No clear definition of the public: some talks research, some
ops, some tutorials
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SSR (Security, Stability & Reliability)

I https://www.icann.org/en/security/

agenda-dns-ssr-symposium-20oct11-en.htm

I Third of its kind, after Atlanta and Kyoto

I Around 40 persons

I Under Chatham House Rule, so no name will be mentioned
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Workshop: DNS filtering

The hot topic of the year

1. Political, legal and ethical aspects. Depends on who decides
(self-inflicted filtering is OK.)

2. Efficiency? (Depends on the goals. Security theater is enough,
sometimes.)

3. DNSSEC? May not always be a problem (depends where is
the validation). DNSSEC is useful to detect not to cure.

4. Technical consequences. Filtering does not break the Internet
but does not help it either (lower resiliency).

5. Other consequences (people using alternative resolvers, risk of
false positives).

6 The DNSEASY and SSR meetings in Rome /



Workshop: DNS filtering

The hot topic of the year

1. Political, legal and ethical aspects. Depends on who decides
(self-inflicted filtering is OK.)

2. Efficiency? (Depends on the goals. Security theater is enough,
sometimes.)

3. DNSSEC? May not always be a problem (depends where is
the validation). DNSSEC is useful to detect not to cure.

4. Technical consequences. Filtering does not break the Internet
but does not help it either (lower resiliency).

5. Other consequences (people using alternative resolvers, risk of
false positives).

6 The DNSEASY and SSR meetings in Rome /



Workshop: DNS filtering

The hot topic of the year

1. Political, legal and ethical aspects. Depends on who decides
(self-inflicted filtering is OK.)

2. Efficiency? (Depends on the goals. Security theater is enough,
sometimes.)

3. DNSSEC? May not always be a problem (depends where is
the validation). DNSSEC is useful to detect not to cure.

4. Technical consequences. Filtering does not break the Internet
but does not help it either (lower resiliency).

5. Other consequences (people using alternative resolvers, risk of
false positives).

6 The DNSEASY and SSR meetings in Rome /



Workshop: DNS filtering

The hot topic of the year

1. Political, legal and ethical aspects. Depends on who decides
(self-inflicted filtering is OK.)

2. Efficiency? (Depends on the goals. Security theater is enough,
sometimes.)

3. DNSSEC? May not always be a problem (depends where is
the validation). DNSSEC is useful to detect not to cure.

4. Technical consequences. Filtering does not break the Internet
but does not help it either (lower resiliency).

5. Other consequences (people using alternative resolvers, risk of
false positives).

6 The DNSEASY and SSR meetings in Rome /



Workshop: DNS filtering

The hot topic of the year

1. Political, legal and ethical aspects. Depends on who decides
(self-inflicted filtering is OK.)

2. Efficiency? (Depends on the goals. Security theater is enough,
sometimes.)

3. DNSSEC? May not always be a problem (depends where is
the validation). DNSSEC is useful to detect not to cure.

4. Technical consequences. Filtering does not break the Internet
but does not help it either (lower resiliency).

5. Other consequences (people using alternative resolvers, risk of
false positives).

6 The DNSEASY and SSR meetings in Rome /



Other workshops

I Statistics, the lack of standard metrics and the recurring
problem of sending pcap files abroad. Personal data or not?

I Botnets and the DNS (Conficker, HSTLD - high security
TLDs, etc).

I Take-down. Do we need/want a better, faster and simpler
way to take-down many spam, phishing, porn domains?

I (Was not there.) Future uses of the DNS (DANE?)

I (Was not there.) How to improve the deployment of
DNSSEC?

Personal opinion

Nothing really new, well-rehearsed discussions
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