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What did we do

» Federal Mininstry of the Interior and Federal Office of Administration
took over the role ,de.government®

» And the coordination of IPv6 working group —
Colleagues from federation, states and
Municipalities-bundles know-how from all

- user levels
- Decisions for the organization, address- . :
« management and recommendations for iy, I v

Technical implementation
» /32 blocks are self administrated SUB LIR

» Sub LIRs are for instance data centers, states, pubhc network
providers,..

1P (D01 1Pl AG) 2 | Kostenioss Homail

www.bmi.bund.de
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We know, we have to learn

RIPE NCC LIR Training

RIPE Database Administration <ripe-dbm@ripe.net>

The update causing these changes had the following IP address:

- From-Host: 77.87.228.66
- Date/Time: Thu Apr 14 15:11:51 2011

CREATION REQUESTED FOR:

inet6num: 2a02:102c::/48
netname: DE-GOVERNMNET
descr: John Rambo Netz
country: de

admin-c: JR1-TEST

tech-c: JR1-TEST

status: ASSIGNED

mnt-by: Bayern-MNT
changed: John.Rambo@funfun.com
source: TEST

www.bmi.bund.de
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Reference Handbook

TANLLDNERE K0

DEUTSCHLAND-ONLINE
INFRASTRUKTUR R , @

IPv6 Referenzhandbuch

s 11

RIPE Training results:

Teaching each other
With efforts

Address concept - templates
Roles

Organisation

Processes

Technic recommandations
Security

Policies

Checklists

etc

« RIPE-Policy compliant IPv6 address concepts from federal states
« Successful matched the organizational structure of German administration to

RIPE-DB objects

ww.bmi.bund.de

01.11.2011



L P Telling about our needs
Because v6 IS not vb

Specify the demands of public
administrations with respect to v6
(eg. IPv6 profiles)

Discuss technical policies (routing,
security, etc.) with the community
considering the special needs of
public infrastructures

Explain the government strategies
to manufactures so that they can
anticipate future developments.

EU COM

www.bmi.bund.de
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Research and Development Project
for German public administration

IPv6 profiles for ICT equipment are necessary
RIPE

 |IPv6 Profile comparison — RIPE501, NIST, IPv6Ready... - =
 Not limited to hardware but considers also Software s

« |Pv6 requirement specifications / purchasing guideline P s
(we would propose to extend it for Europe later)

« Transparent for Industries /Users
* Influence to public IT infrastructure framework

\

~ Fraunhofer
FOKUS

Cassini
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Project Overview

IPv6 profiles and migration guide for government
*Supports transition to IPv4/IPv6-Dual-Stack

Blueprint migration plan and implementation guide

*Supporting calls for tender: Hardware / software / services

Definition of justified IPv6 Profiles
1. Definition of operational environments (End-to-End
2. Definition of profiles for network components
3. Analysis of software components

New: Structured grouping of IPv6 standards according to functionality



* Bundesministerium
des Innern

Profile matrix

Merkmal, Funktion RFC

Kategorie

Ripe-501

NIST

ipvbready RFC4294-1Pv6 US DoD
Node

German public
administration

iforderungen
IPv6 Basisspezifikation RFC2460 verpflichtend verpflichtend Core verpflichtend verpflichtend
ICMPV6 ICMPvE RFC4443 verpflichtend verpflichtend Core verpflichtend verpflichtend
(obsolete RFC2463)
Revised ICMPv6 RFC5095 optional verpflichtend Core verpflichtend
Extended ICMP for multi-part messages RFC4884 optional verpflichtend ?
Neighbour Discovery RFC4861 verpflichtend verpflichtend Core empfohlen (eher verpflichtend
(+RFC4862) verpflichtend)
Secure Neighbor Discovery (SEND) RFC3971 optional c(verpflichtend) ?
Cryptographically Generated Addresses RFC3972 optional c(verpflichtend)
Transfer
Path MTU Discovery RFC1981 verpflichtend verpflichtend Core verpflichtend
Packetization Layer Path MTU Discovery RFC4821 optional empfohlen ?
IPv6 Jumbograms RFC2675 optional Jumbograms optional

www.bmi.bund.de
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Application for a Pilot from EU COM

“ICT Program for Innovative
government and public services*
Objective 4.3: Piloting IPv6 upgrade E

for eGovernment services in Europe c- =
5 Slovenia

Definition of an European strategy iy - —
and recommendation for a transition = Germany ===
from IPv4 to IPv6 by a Dual Stack Netherlands = Greece
implementation
» based on best practice, guidelines Luxembourg

and methodologies Coordination: Germany

« backed up by real national and
cross border transition cases.

www.bmi.bund.de
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Germany:

Greece:

i

|1
Luxembourg:
Netherlands:

S Turkey:

.,.I Spain:

l Slovenia:

GEN6 Governments ENabled

National Pilots

Transition of data center services
for public administrations

IPv6 school network with focus
on end user devices

IPv6 government cloud and
Public Safety

Enabling local government front
and back office over IPv6
Government portal services

over |IPv6

Preparing the government core
network for IPv6

A IPv6 ready emergency response
environment

www.bmi.bund.de

with IPvé

Cross Border Pilots

IPv6-readiness for cross-border
services

Establish the basis of a wider
IPv6 readiness for eGovernment
cross-border services in Europe.

IPv6 Safety

Transition of an advanced public
safety service and network
(involving new broadband radio
technologies) from IPv4 to IPv6,
with a special focus on IPv6
security and IPv6 mobility.
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Cross Border Pilots

sTesta Usage

O tabm e and
Intmation mrvare

Public Safety

““““““ IPv6 in IPv4 Tunel

N niversidad
2‘3“’ e M

""" Native IPv6
LLLITL]

www.bmi.bund.de
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Thank you for your attention!

Constanze.buerger@bmi.bund.de

GCOVERNMENTS WORKING TOWARD IPVE

e their citize

via IPv6. Examples include

NORTH AMERIC/ AFRICA

United States of America: The U5,
EUROPE ASIN/PACIFIC
[Ill‘mﬂll Union: In 2010, the fuwropean

Acquis i The M Commission laid

‘amended to require use of the USCvé Profile . ook Europe, which priortizes the deplayment

and USCv Testing Program o define and verfy = . - of IPv6 thioughout the European Union and

1PV6 requirements i all new 11 acquisbors. All

cutward facing servers and services to operatiaaally

uea native 1PV6 by the end of 2012.

p-v,-a ben prommating
focusing first an acadern. newo

o
expanding o sy oo 1 200

and communities.

Germany: The German Government's

plans for 3 feckesal IPVB fetwork connecting 1P etk i 1
Maritius: The Mauaiitian regulator sent all Gertvan municipal tes are already seiving
cxst 3 pubhe cormlation papes fevolving 5.3 model for

strategies.

SOUTH ANIERIEA . - i sy g, ]
by A i e

Smllh Afri Gl‘pﬁl’rrﬂ[ o

th Africa has alzg

m ched 3 call for 3 fomtion o 3 abonal IPvé




